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Abstract 
 
While the attention for supply chain resilience has been growing, both academically and 
in practice, many organizations struggle to adopt and deploy supply chain resilience 
practices specific to cyber risks. This research aims to develop a supply chain cyber 
resilience maturity model and assessment that support supply chain managers in 
developing their supply chain cyber resilience practices. The maturity model and 
assessment procedure have been developed based on a qualitative study including 79 
interviews and will be tested in Central Europe following the design science 
methodology. 
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Introduction 
While supply chain resilience (SCRES) has experienced growing attention in academia 
and practice, many organizations still have difficulties adapting it to address cyber 
security concerns to create supply chain cyber resilience (SCCR). For example, supply 
chain (SC) cyber-attacks on Solarwinds, Kaseya, and log4j have shown that businesses 
are increasingly experiencing cyber-attacks where attackers exploit supply chain 
vulnerabilities. 

This research study aims to develop a maturity model and maturity assessment to 
support academics and practitioners in developing supply chain resilience practices 
against cyber threats. Maturity models are an excellent tool for assessing the quality of 
processes or an organization related to a specified desired state (Wendler, 2012). Existing 
maturity models (e.g., Lockamy and McCormack, 2004; Adler, 2013; Schumacher et al., 
2016) are primarily concerned with determining the maturity level of companies and 
guiding them to the next stage using a set of activities. This is useful since the maturity 
levels may be related to performance (Issa et al., 2018). In addition, maturity models have 
scientific and practical purposes. From the scientific view, these models help collect 
information about the company's current state and strategies for a specific target state, 
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such as supply chain cyber resilience. From a practical standpoint, maturity models allow 
firms to assess themselves within different contexts (Schumacher et al., 2016). 

Models in the supply chain domain (e.g., Lockamy and McCormack, 2004; Ganzarain 
and Errasti, 2016) offer different dimensions and levels. Most supply chain maturity 
model studies have recently focused on industry 4.0 and logistics 4.0 technologies. 
Supply chain resilience capabilities may be improved by utilizing resilient supply chain 
practices. Therefore, assessing the implementation performance of these supply chain 
practices is an excellent way to evaluate the supply chain resilience level (Nikookar et al., 
2014). 

This research’s maturity model and assessment instrument were developed based on a 
qualitative approach by conducting a multiple case study with four supply chains, 
including 79 interviews. The qualitative research study and the maturity model were 
developed using the theoretical lenses of the dynamic capabilities approach and complex 
adaptive systems. This study contributes to developing and testing a maturity model for 
firms to evaluate their level of maturity in terms of supply chain cyber resilience. 
 
Literature Review 
Supply Chain Resilience to Cyber Risks 
SCRES is widely acknowledged as a necessary capability for SCs to deal with disruption 
or change (Jüttner and Maklan, 2011; Scholten and Schilder, 2015; Wieland and Durach, 
2021). Recent examples include the COVID-19 pandemic and the Suez Canal blockade 
(Ivanov and Das, 2020; Hald and Coslugeanu, 2021; Roh et al., 2022). In addition, SC 
disruptions can occur because of unforeseen events that disrupt the flow of products, 
services, information, or finance (Shekarian and Mellat Parast, 2021). 

SCRES literature is primarily concerned with resilience in general, with little emphasis 
on natural disasters or other risks. Additionally, it is primarily concerned with the flow of 
goods rather than with specific risks or with developing solutions to specific risks 
(Tukamuhabwa et al., 2015). SCRES is underrepresented in empirical research on cyber 
risks (Colicchia et al., 2019; Melnyk et al., 2022). While it is critical to consider resilience 
in general and risks in particular when developing system resilience (Walker, 2020), the 
SCRES literature focuses on resilience in general, paying little attention to specific threats 
such as cyber risks (Tukamuhabwa et al., 2015). While resilience in general refers to the 
ability of a system to withstand all types of disruptions, resilience to specific risks refers 
to the ability of a system to withstand specific components or threats (Walker, 2020). This 
study examines cyber risks in SCs, a subject that has received some additional attention 
in the SC management literature (Colicchia et al., 2019; Creazza et al., 2022; Melnyk et 
al., 2022). 

In general, risks relate to the possibility that an adverse event will occur because of 
internal or external vulnerabilities affecting the operations of a business. While there are 
multiple definitions of cyber risk (Strupczewski, 2021), future SC management research 
requires a standard definition. This study defines SC cyber risks as operational risks 
associated with the performance of cyberspace activities that threaten SC assets, 
information communications technology (ICT) resources, and technological assets and 
may cause material damage to an SC's tangible and intangible assets. In addition to 
physical threats to ICT resources within SCs, cyber risks also include these threats. This 
definition is based on a recently published definition of cyber risks that encompasses all 
three crucial aspects of cyber risks: the confidentiality, availability, and integrity of SC 
assets (Strupczewski, 2021). Traditional threats discussed in the SC literature (e.g., 
natural disasters and espionage) are only capable of compromising the first two. 
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Dynamic Capabilities Theory 
By considering resource reconfiguration (Teece et al., 1997; Eisenhardt and Martin, 2000; 
Teece, 2007), the dynamic capability (DC) perspective complements the resource-based 
perspective (Barney, 1991). DC asserts that an organization seeking a sustainable 
competitive advantage should develop new capabilities and resources or realign existing 
ones to address emerging threats and opportunities (Eisenhardt and Martin, 2000; Teece, 
2007). A DC is defined as "the capacity of a business to integrate, develop, and 
reconfigure internal and external competencies in response to rapidly changing 
environments" (Teece et al., 1997, p. 516). It is included as a procedure or group of 
procedures pertaining to resource reconfiguration (Eisenhardt and Martin, 2000). 

More precisely, DC theory (Teece et al., 1997; Teece, 2007) is concerned with an 
organization's capacity to integrate and reconfigure its internal and external capabilities 
while considering changing environmental conditions and effective adaptation. 
According to Teece (2007, p. 1319), "DCs can be classified as the capacity (1) to detect 
and shape opportunities and threats, (2) to seize opportunities, and (3) to sustain 
competitiveness through the enhancement, combination, protection, and, when necessary, 
reconfiguration of the business enterprise's intangible and tangible assets." While Teece's 
(2007) framework of sensing, seizing, and transforming encompasses both opportunities 
and threats, this study concentrates exclusively on the threat component. Given the static 
nature of the resource-based perspective, the SC literature has successfully investigated 
the coupling of the resource-based perspective and DC (Aslam et al., 2018; Dubey et al., 
2019; Aslam et al., 2020). 
 
Complex Adaptive Systems Theory 
To investigate SCCR, SCs can be classified as CAS that are “dynamic, complex, and 
difficult to predict and control” (Carter et al., 2015, p. 90). Due to the complexity of SCs, 
implementing significant changes, such as facilitating SCRES exposure to cyber risks, is 
time-consuming and resource-intensive (Choi et al., 2001; Carter et al., 2015). SCRES, 
on the other hand, is compatible with the theoretical lens of complex adaptive systems 
(CAS) and the study of SCRES (Tukamuhabwa et al., 2015; Wieland and Durach, 2021) 
when viewed as a system characteristic and emergent system feature (Gunderson and 
Holling, 2002). 

The term CAS has been frequently used to refer to processes that may influence social-
ecological resilience, initially in the realm of systems theory (Kauffman, 1995) and then 
in the environmental sciences (Walker et al., 2004). Recently, management studies have 
used CAS to describe and explain how a diverse range of organizations, including 
businesses, communities, and SCs, interact with their external environments, including 
socio-ecological systems (Whiteman et al., 2013). 
 
SC/SCRES Maturity Models 
The study by Lockamy and McCormack (2004) is the first attempt to develop a maturity 
model for SC management. Their model is based on the concepts of process maturity and 
the Software Engineering Institute’s Business Process Orientation maturity model. The 
maturity model denotes five distinct levels or stages of development. These stages 
illustrate the various business practices and capabilities used at various levels of maturity. 
Each maturity level achieved improves predictability, capability, control, effectiveness, 
and efficiency. In addition, these stages of maturity have served as a reference point for 
other researchers developing SC management maturity models (Garcia Reyes & 
Giachetti, 2010; Lockamy McCormack, 2004; McCormack et al., 2008; Randeree et al., 
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2012; Söderberg & Bengtsson, 2010). Lockamy and McCormack's (2004) study details 
each stage of the supply chain management maturity model. 
 
Methodology 
We have adopted the design science paradigm to develop and test the maturity model and 
assessment approach (Hevner et al., 2004). Typically, design science research aims to 
generate novel approaches that support coping with human and organizational challenges 
using iterative development and testing processes (Hevner et al., 2004). Our method is 
based on the process developed by Becker et al. (2009), who transformed the design 
science paradigm into a procedure for developing maturity models. Following Wendler's 
(2012) guidelines, we used a mixed-method approach to assess the maturity model's 
completeness, validity, utility, and simplicity of use. The research is carried out in three 
stages: planning, developing, and testing the maturity model; and developing and testing 
the assessment approach. Table 1 details the three phases and their subsequent activities 
for the maturity model development. 
 

Table 1 - Methodological steps 
Phase Activity 
Scope • Determine needs based on a literature review and 

requests from practitioners 
• Define the problem, design requirements, and 

maturity model development strategy based on a 
qualitative study. 

Development of a maturity 
model  

• Create an initial version of the maturity model 
based on literature review and interviews 

• Evaluate the first version of the maturity model 
based on focus groups and interviews 

Development of an 
assessment method 

• Design assessment instruments based on 
established assessment instruments 

• Design assessment procedure based on established 
assessment procedures 

• Evaluate assessment instruments and procedures 
using the final version of the online survey 

 
The SCCR maturity model and assessment method were developed based on a qualitative 
study. The qualitative study employed a multiple case study research design that 
incorporated key SC and information technology (IT) security actors from four industrial 
SCs in Central Europe. These SCs view digitalization as a core activity while placing 
little emphasis on cyber risks, representing typical and replicable instances. The study 
drew its conclusions from 79 in-depth interviews with 59 SCM and IT security 
professionals from four distinct industrial SCs, including 28 companies in Central 
Europe. 
 
Results 
Based on the qualitative study, we distilled eleven elements necessary to assess supply 
chain resilience to cyber threats. Each category evolves through five maturity levels, with 
level one indicating a total absence of attributes supporting supply chain cyber resilience 
practices and level five indicating the state-of-the-art essential attributes. 

We are currently finalizing the development of the maturity model and assessment 
approach. Our evaluation consists of eleven dimensions, each of which has several sub-
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items that show preparedness using the defined five levels. Additionally, we defined 
barriers to proceeding to the next step and guidance on overcoming them. During the 
conference, we present the maturity model and all three phases of the maturity model 
development and testing, and the results of testing. 

To facilitate diverse analyses of SCCR maturity, the proposed model comprises four 
dimensions, 11 maturity items, their sub-items, and related questions. Table 2 provides 
an overview of the dimensions and illustrative examples to facilitate understanding. 
 

Table 2 – Dimensions and maturity items of the SCCR maturity model 
Dimension Exemplary maturity item 
SCRES general Prepare, respond, recover, and growth 
SCCR specific 1 Dynamic capabilities for SC cyber resilience, sensing, 

seizing, transforming 
SCCR specific 2 Complex adaptive systems properties for SC cyber 

resilience: internal mechanism, environment, co-
evolution 

SCM and cyber security Collaboration between SCM and cyber security 
department to address SC cyber risks and resilience. 

 
An SCCR maturity model was conceptualized based on an existing maturity model, the 
current body of literature in the underlying research domain, discussions with supply 
chain experts and practitioners, and supply chain survey data organized by variables 
relating to different maturity levels. The five stages of maturity illustrate the progression 
of SCCR and process maturity activities. In addition, specific SCCR characteristics 
exemplify each maturity level. The third table provides a brief description of each 
maturity level. 
 

Table 3 – SCCR maturity levels 
Level Characteristics 
No SSCR SCCR is not implemented, and no practices are being 

performed 
Basic SCCR SCCR is implemented on a very basic level. 
Initial SCCR At this level, incomplete efforts in this area are visible. 
Managed SCCR At this level, SCCR is managed in accordance with 

official procedures. 
World Class SCCR SCCR is fully implemented, and practices are being 

performed entirely. A formal structure and regular 
improvement activities are carried out. 

 
In the following, results obtained the multiple a case-study with Central European 
enterprises are presented. To ensure the accuracy of results, we have chosen supply chains 
that are already driven by digitalization, supply chain management, and cybersecurity-
related aspects and therefore possess the required essential knowledge and understanding 
of its basic concepts. 

To test the SCCR maturity model, we create an online questionnaire accompanied by 
an e-mail that allows respondents to conduct a self-reflective analysis of their internal 
situation. Although self-assessment of the maturity items is a valid and straightforward 
method, we are aware that most companies at the time lacked the necessary knowledge 
of SCCR to self-assess the supply chain maturity. Therefore, after the second and third 
phases of the evaluation procedure (see Table 1), the response was entered into the 
software application to calculate the maturity levels and generate the maturity report. 
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Figure 1 depicts the maturity level in eleven dimensions. A radar chart is used to depict 
the overall result quickly. 

 

  
Figure 1 – Radar chart visualizing SCCR maturity in eleven dimensions 

 
To increase understanding of the systemic nature of the model, the evaluation and 
calculation of the eighth dimension, titled "Internal Mechanism," are presented in detail. 
The supply chain independently evaluated the six contained maturity items with 
maturities ranging from 1 to 5 maturity levels (see Figure 2). 

To increase understanding of the model’s systemic, the assessment and calculation of 
the dimension Nr. 8 named “Internal Mechanism” is presented in detail. The supply chain 
self-assessed the six contained maturity items with maturity levels between 1 and 5 (see 
Figure 2): 
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Figure 2 – Detailed results for dimension “Internal Mechanism” 

 
The maturity of SCCR is assessed using a standardized questionnaire comprised of the 
various closed-ended question for each maturity item. Each question requires a response 
on a Likert scale ranging from 1 (indistinct) to 5 (extremely distinct). For instance, in the 
dimension “Internal Mechanism”, maturity item “Redundancy”, the question “Duplicates 
for critical SC partner” reads as shown in Table 3. 
 

Table 4 – Exemplary question to measure a maturity item 

 
 
Conclusion/Relevance/Contribution 
We developed a maturity model for supply chain cyber resilience from a scientific 
perspective. This empirically derived model enables us to collect data on the state of 
development of supply chains across different industries and to identify additional 
success criteria for supply chain cyber resilience approaches. 

The developed maturity model enables researchers to understand better the 
complexities of supply chain resilience to cyber threats. In addition, practitioners may use 
it to show the areas in organizations with the most difficulties. Finally, supply chain 
managers may use the supply chain cyber resilience maturity to assess their current level 
and derive opportunities for improvement. 

The research objective of this paper was to develop a maturity model and a tool for 
assessing the cyber resilience maturity of supply chains. The model has been developed 
using a multimethodological approach, including a systematic literature review, 
conceptual modeling, and qualitative and quantitative methods for empirical validation. 
In contrast to other approaches, the most significant contribution of this research is the 
incorporation of various aspects related to supply chain resilience in general and specific 
to cyber risks, resulting in a more comprehensive model. After we have completed testing, 
however, the transformation of the model into a practical software tool will enable its 
application in the real world. Furthermore, initial field experiences indicate that 

Redundancy 1 2 3 4 5
We have duplicates for the critical partners in 
our supply chain.
1… not implemented, 5 … fully implemented
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businesses can use their self-assessment results as a solid reference point for future 
strategic actions. 

From a scientific standpoint, we developed a maturity concept model for SCCR. This 
conceptual model enables the collection of data on the state of development of supply 
chains across various industries and the identification of additional success factors to 
enhance cyber resilience in the context of supply chains. 

Our model currently targets industrial firms. These limitations result from the defined 
maturity dimensions and maturity items, as the calculation mechanism requires responses 
to each item and does not permit N/A responses. Future research will focus primarily on 
developing a method for identifying company-specific target states, enhancing the 
accuracy of the maturity items, and defining the strategic steps required to reach the 
indicated maturity levels. In addition, road maps will be developed to improve the 
maturity of specific items and related dimensions to determine strategic programs and 
projects. Finally, based on the findings of this generic maturity model, it is planned to 
develop a more domain-specific model for assessing SCCR maturity in other contexts. 

In conclusion, the maturity model is not intended to be an easy path to SCCR maturity. 
Nevertheless, our maturity model can help with the challenging task of assessing current 
SCCR capabilities and deciding on appropriate strategies and action plans. 
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